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Entertainment Market Size (worldwide)

No. 2 USS 42 billion

No. 3 USS 35 billion

No. 1 USS 63 billion

No. 4 USS 27 billion

http://vgsales.wikia.com/wiki/Video_game_industry
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US music, movie, and gaming revenues — 2002-07
$ Billions
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Online Gaming: A Major Internet Activity
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Game Research: My Own Reasons

As A PC Gamer ...
As A Programmer ...

As A Researcher ...

B 5 B /4 BHTR A IE R -

11



As A PC Gamer (1)
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As A Programmer (1)

10 5% % football game with ROM BASIC
3 B ¥ F ] 37 f8) with dBASE & Pascal
= % RPG with C & Assembly

1980
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Richard Garriott



My Role Model in 1990




As A Programmer (2)

= KA

1999 — 2002 E R E A B 7l R 1Z (C/C++, Winsock Programming, Delphi,
C++Builder) 2L 5T ar iz

1999 — 2001 (#FELERET RN ) ERIEX
2000 L AR {Delphi % E FERE )
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As A Researcher

A killer application

= 35% Internet users & larger business than movie & music

An emerging field

= E.g., I[EEE Transactions on Al and Cl in Games since Sep 2008

Asia-based researchers have some niches

= Large user base (50%)

= Lots of local game companies

It’s fun!
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Security Topics

Game Bot
Detection

5
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Game Bots

Game bots: automated Al programs that can perform
certain tasks in place of gamers

Popular in MMORPG and FPS games

= MMORPGSs (Role Playing Games)
accumulate rewards in 24 hours a day
=>» break the balance of power and economies in game

= FPS games (First-Person Shooting Games)
a) improve aiming accuracy only
b) fully automated
=>» achieve high ranking without proficient skills and efforts
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Bot Detection

Detecting whether a character is controlled by a bot is

difficult since a bot obeys the game rules perfectly

No general detection methods are available today

State of practice is identifying via human intelligence

= Detect by “bots may show regular patterns or peculiar

behavior”
= Confirm by “bots cannot talk like humans”

= Labor-intensive and may annoy innocent players
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CAPTCHA in a Japanese Online Game

(Completely Automated Public Turing test to tell Computers and Humans Apart)
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Our Goal of Bot Detection Solutions

Passive detection
=>» No intrusion in players’ gaming experience

No client software support is required

Generalizable schemes (for other games and other

game genres)
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Our Solution I: Traffic Analysis

Q: Whether a bot is controlling a game client
given the traffic stream it generates?

A: Yesor No

Traffic stream
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Case Study Ragnarok Onlme
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DreamRO -- A screen shot
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Trace Collection

Category Tr# Avg. Avg. Pkt rate Network
Period

Human 8|AB,CD 2.6 hr | 1.0/3.2 pkt/s ADSL,

players Cable Modem,

Bots 11 | K (Kore) 17 hr | 1.0/2.2 pkt/s Campus Network

R (DreamRO)

Heterogeneity in player skills and network conditions

Category participants Client pkt rate Avg. Loss rate

Human players | 2 rookies 0.8~ 1.2 pkt/s 45~192 ms | 0.01% ~ 1.73%
2 experts

Bots 2 bots 0.5~ 1.7 pkt/s 33~97 ms | 0.004% ~ 0.2%

207 hours, 3.8 million packets were traced in total
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. . Cafitemand State Update
Command Timing [l cemam

tane

J

| [N

Observation

bots often issue their commands based on arrivals of server
packets, which carry the latest status of the character and
environment

Client response time (response time):
time difference between the client packet departure time and the
most recent server packet arrival time

We expect the following patterns:

= A large number of small response times (bots respond server packets
immediately)

= Regularity in response times
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CDF of Client Response Times

Cumulative dstribution function
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Histograms of Response Times
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Periodograms of Histograms of Response times
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Examining the Trend of Traffic Burstiness
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Reaction to Network Conditions

Hypothesis S

1. Transit delay of packets will influence the pace of game
playing (the rate of screen updates, character
movements)

2. Human players will involuntarily adapt to the game pace

Observe the relationship between round trip time
samples and packet rate sent within the following 1

second Traffic jam!! server

| L

B 5 B /4 BHTR A IE R -
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Avg. packet rate vs. round trip times

Downward trend for human players; upward trend for bots
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Performance Evaluation
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An Integrated Classifier

Conservatlve Progressive
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Robustness against Counter Attacks

Adding random delays to the release time of client
commands

= Command timing scheme will be ineffective

= Schemes based on traffic burstiness and human reaction to
network conditions are robust

« Adding random delay to command timing will not eliminate the

regularity unless the added delay is longer than the updating interval by
orders of magnitude or heavy-tailed

- However, adding such long delays will make the bots incompetent as

this will slowdown the character’s speed by orders of magnitude
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The IDC of the original packet arrival process
and that of intentionally-delayed versions
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Our Solution Il: Movement Trajectory

Based on the avatar’s movement trajectory in game
Applicable for all genres of games where players control
the avatar’s movement directly

Avatar’s trajectory is high-dimensional (both in time

and spatial domain)

- aap _

' e >

5

CEEWEE ge e L o 39



The Rationale behind Our Scheme

The trajectory of the avatar controlled by a human
player is hard to simulate for two reasons:

= Complex context information:
Players control the movement of avatars based on their
knowledge, experience, intuition, and a great deal of

environmental information in game.

= Human behavior is not always logical and optimal

How to model and simulate realistic movements (for

game agents) is still an open question in the Al field.

B 5 B /4 BHTR A IE R -

40



Bot Detection: A Decision Problem

Q: Whether a bot is controlling a game client given
the movement trajectory of the avatar?

A: Yes/No?

B 5 B /4 BHTR A IE R -

v

41



User Movement Trails
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3D Path Visualization Tool

Log Contral panel: Testing. ..
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Case Study: Quake 2
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Aggregate View of Trails (Human & 3 Bots)

CR Bot N ier S .

ICE Bot
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Trails of Human Players
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Trails of ICE Bot
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Movement Trail Analysis

Activity
= mean/sd of ON/OFF periods
Pace

= speed/offset in each time period

= teleportation frequency
Path

= linger frequency/length
= smoothness

= detourness

Turn

= frequency of mild turn, U-turn, ...
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Bot Detection Performance
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Five Methods for Comparison

Nonlinear SVM

Method Data Input
KNN

, Original 200-dimension
Linear SVM

Pace Vectors

Isomap + kNN

Isomap + Nonlinear SVM

Isomap-reduced Pace

Vectors
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Evaluation Results

Error Rate (%)
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Online Rhythm Games

= One of the popular casual games is the dancing

game
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Let’s Watch Some Dances
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Dancing Game Bots

Game bots: automated Al programs that can perform

certain tasks in place of gamers

Player performance based on timing information,
which is provided by the client = easy to cheat

Q .. Game client Game server
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The Challenges

VEeEDILALDDEE

ot ot |ty |t |t | ot |t | ot

It’s easy to construct a classifier to detect game bots as

= 1) human behavior contains more variance,

= 2) each player has her own tendency to make errors / skill
levels

BUT, it’s easy for bots to fight back by learning human
behavior

CEEWEE ge e L o 56



(BRI E—  HREESEER

GEREBASER (1 | < ) B BRR
SRWANTE  TALHFNIEE - AHFEAE
b FEE FIE A R BRSO -

AR B AR AR —RMARTEE - LR 4xd -
16 #&#HT -
e

Tt oot |t ot |t | ot | t

miF =k

P &
g |

t

FEEEERA b bl b bt AR A R
IR - AR AERIFCENER (87 E— @
) . B EAHEDHEROER -




Conditional Probability Distribution
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F BT (2)

MR AETZELLER (16 1E4ES) - FER
Bonferroni method #£717 #83 /K% (significance level) B
SHEL . {$15 o= 0.05/16 = 0.003

BISRVIDEE RN 5% - RIZENILHERES
Fl@%%é
1-(1-0.05)" = 0.5599
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Users’ Error Rate under Different Pressures
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Dynamic Bayesian Networks
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Dynamic Bayesian Networks

C : cheat (true, false)

H : perfect, great, cool, bad, miss (true, false) ZEER AN Acoolld &1 - H
BO)(Ht-1/ E—R) (Ht-2/m EE—R)(Ht-3/R EEE—R) Ht4/ELELELE
_:)/z)

D : direction (true, false) (t~t-1E X _ R A OZ & MEE) (t-1~t-2 kL
xR ABEEMEE) (t-2~t-3 . ERE F F ERAOEEHEE)

O : output (true, false)(FEUL KRB PRI —EFMIVIEZ AZEEMS
HFIBEE)

| : input (true, false) It X EM RSB G T 2 EENEFEA)(SZ 8 Kdelayid
ANHmissiz 2R A8 A 1ZHImiss)
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User Behavior Topics

Game-Play Time
Prediction

5
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Unsubscription Prediction

Game improvement

= Players’ unsubscription =2 low satisfaction
= Surveys can be conducted to determine the causes of player dissatisfaction
and improve the game accordingly

= More likely to receive useful comments before players quit

Prevent VIP players’ quitting (maintain revenue)
= For “item mall” model, users’ contribution (of revenue) is heavy-tailed

= Losing VIP players may significantly harm the revenue

Network/system planning and diagnosis

= By predicting “which” players tend to leave the game = investigating is
there any problem regarding network resource planning, network

congestion, or server arrangement
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Unsubscription Prediction: Our Proposal

Rationale: players’ satisfaction / enthusiasm / addiction

to a game is embedded in her game play history

/ Subscription time \

e U0 ]

Jan Feb Mar Apr May Jun July Aug Sep Oct Nov Dec 2007

H_/

s
( Quit )
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World of Warcraft

ENTERTAINMENT

The most popular MMOG for now

Total MMOG Active Subscriptions - Relative Contribution Piratez of the Burning Sea

O Tabula Raza
W Pirates of the Caribbean Onling
q |0 The Lard of the Rings Online
W Wanguard: Saga of Heroes
W Auto Assault
B Oungeons & Oragons Online
B The Matriz Onlire
B orld of Warcraft
B EverQuest ||
B Meocron 2
O Diofus
B City of Heroes # Villains
O Era of Eidolon
B Horizons
O Yohohao! Puzzle Firates
O Sphere
OLineage |l
O Star Wars Galagies
B Second Life
O Toontown Online
O PlanetSide
O EYE Online
B Mankind
O Shadowbane
O EverGuest Online Adventures
O & Tale in the Desert
O There
O The Sims Online
O Asheron's Call 2
O Meocron
W Earth & Beyond
B Final Fantasy #1
B RuneScape
O Tibia
O Mator City Online
@ Dark Age of Camelot
W Majestic
O whorld W ar Il Online
| Anarchy Online
O &sheron's Call
B EverQuest
o O Lineage
0% ' = Ultima Online

1997 1993 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 |@ The Realm Online

100%

90% 1

B0% 1

0% 1

BO0% 1

0% 1

40% 1

30% 1

Percentage of Total Current Subscription Base

20% 1

10% 1
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Data Collection Methodology

WA

Create a game character

Use the command ‘\who’

The command asks the game
server to reply with a list of
players who are currently
online

Werite a specialized data-collection program (using C#,
VBScript, and Lua)
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The Limitation of WoW API

WoW returns at most 50 users in one query

We narrow down our query ranges by dividing all the

users into different races, professions, and levels

"gBly~ 45 users

G g 100 us&

Level: 30~39
15 users
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Trace Summary

WoW trace
Start date 2005-12-22
End date 2007-10-17
Length 664 days
Total sessions 1,672,820
Accounts observed 34,521
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Questionnaire

B \WoW

m

W RO

] P2

w BERN

W LUNA

w3
Eit

wEF

"EBETF

Sample number: 1747
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Reasons for User Unsubscription

HBAA R ITE Hitlr, 3%
(exME - ZH ), 2%

FHIEE T /Rt R EE, 3%
IEFITT, 4%

|
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Trend of Game Playing Time
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Logisitic Regression Model for
Unsubscription Prediction

Significant features (out of > 20 features)

= Avg. session time
* Daily session count

= Variation of the login hour (when the player starts playing a

game each day)

= Variation of daily play time (number of hours)

A naive logistic regression model achieves approximately

75% prediction accuracy
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Unsubscription Prediction Result

o — Longer than 2 years
= —— Longer than 1 year
— Longer than 0.5 year
—— Shorter than 0.5 year
o
™
-
Q
®
38
Q
<

d value (days)
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Networking Topics

Game Traffic Analysis

Understand game traffic characteristics @
(and effect on current Internet) / I

Predict bandwidth demand

|dentify potential performance problems

(Ref: Kuan-Ta Chen and Polly Huang and Chin-Laung Lei, "Game Traffic Analysis: An
MMORPG Perspective," Computer Networks, volume 50, number 16, November 2006.)



Case Study: ShenZhou Online
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Traffic Trace Collection

Internet

|

Gigabit
Ethernet

Management |
interface |

} Monitoring i

interface

Game Traffic

forwarding
Traffic Monitor L4 switch
trace conn. # packets (in/out/both) bytes (in/out/both)
N1 57,945 342M / 353M / 695M 4.7TB/27.3TB/32.0TB
N2 54,424 325M / 336M / 661M 4.7TB/21.7TB/ 26.5TB
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Payload size distribution - CDF

= client packets
S = 98% pkts’ payload < 31 bytes
E = = the most two modes occupy
5 o _ 90% = certain commands
.:-g i are popular
?ﬁ S server packets
% N = avg. payload size 114 bytes
g S” — Client packets contrast to the mean

o | Server packets packet size 400 bytes

I I I I [ I I I .
25 50 75 150 300 500 observed in backbones

Payload size (bytes)
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Protocol Overhead

client data pkt
29%

server data pkt
33%

server ack pkt
17%

client ack pkt
21%

(a) Packet count

server data
46%

8%
client data

server header
23%

client header
23%

(b) Byte count

38% packets are TCP ACK packets
46% bandwidth are used by TCP/IP headers
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ACF of Aggregate Server Packet Arrivals

Auto-correlation function

0.z20
|

015
|

010

pac

0.05
|

ACF of server

0.00

-0.05
|
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(taken in every 10 ms)

periodicity: 200 ms

position updates are
synchronous for all

clients

incurring periodic

packet bursts
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Frequency Components in Server Traffic

0.008

@SHZ

0.006

FSD of server packet arrival
0.004
I

0.002

F

0 5 10 15
Frequency (Hz)
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Packet Loss Pattern

0.02
l

0.01
1

0.00

o

ACF

PSD
2e-05 405 Ge—05 8e-05

—004 -003 002 -001

E_MWMMWMMM

I I I I I I I I I I I
200 400 800 800 1000 0 B 10 18 20 25
Lag(ms) Packet loss frequency (H2)
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Frequency Components in Client Traffic

1.5e-05
I

@6HZ

1.0e-05
I

FS0 of client packet arrival

5.08-06
I

0.0e4+00
I

0 5 10 15 20 25
Frequency (Hz)
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by auto-walk and

auto-attack timers

Adjust frequency by
level/skill and

weapons held

client timers are

synchronized?
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Lessons Learned

High protocol overhead
= Aggregate messages if possible

TCP Options

= Turn off “delayed ack” and “Nagle’s algorithm” options

High synchronicity between flows
= A common design pattern (dispatch packets in a loop)

High synchronicity between servers
= NTP clock synchronization
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Networking Topics

User Perception
Measurement

How gamers are aware of service quality?

How to improve users’ gaming experience?

(Ref: Kuan-Ta Chen, Polly Huang, and Chin-Laung Lei, "Effect of Network Quality on Player Departure
Behavior in Online Games," To Appear in IEEE Transactions on Parallel and Distributed Systems.)



How Gamers are Aware of Service Quality?

Real-time interactive online games are generally considered QoS-
sensitive

Gamers are always complaining about high \@ §
o_.: . V24 (&
ping-times” or network lags =2

Online gaming is increasingly popular despite the best-effort
Internet

Q1: Are game players really sensitive to network
quality as they claim?

Q2: If so, how do they react to poor network
quality?
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Delay Jitter vs. Session Time
(std. dev. of the round-trip times)
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Hypothesis Testing -- Effect of Loss Rate

o
The CCDF of game session times - 8,(9): loss < 5e-4
- %E(t]: Se—d <= logs < He-3
o L _ high loss S3(1): 5e-3 <= loss
2 - “
\ \
\ "I.
g @ Null Hypothesis:
= All the survival curves are equivalent
g Log-rank test: P < 1e-20
S
1
We have > 99.999% confidence claiming
S loss rates are correlated with game playing times
\
I I [ I I I
0 100 200 400 600

Zession time [ minutes)
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Regression Modeling

Linear regression is not adequate

= Violating the assumptions (normal errors, equal variance, ...)

The Cox regression model provides a good fit

= Log-hazard function is proportional to the weighted sum of factors

log h(t|Z) Btz (our aim is to compute 3)

where each session has factors Z (RTT=x, jitter=y, ...)

Hazard function (conditional failure rate)

The instantaneous rate of quitting a game for a player (session)

Prit <T <t+ At|T >t
h(t) = lim DHCS T4

At—0 At
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Final Model & Interpretation

log(RTT) C 1270  004| <1e-20

log(jitter) 0.68 0.03| <1e-20
log(closs) 0.12 0.01| <1e-20
log(sloss) 0.09 0.01 7e-13

Interpretation

A: RTT =200 ms
B: RTT = 100 ms, other factors sanie as A

Hazard ratio between A and B:

exp((log(0.2) — log(0.1)) x@z 2.4

A will more likely leave a game (2.4 times probability) than B at any
moment
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How good does the model fit?

—  FPrediction
————— 95% conf. band

Average session time (hour)

2.4 33 4.2 5.1 &} 6.9 7.8
Risk score
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Relative Influence of QoS Factors

100
|

Server packet loss (10% - 23%)

40 60 80
I

Cumulative normalized rigk

20

[ [ [ [ [ [ [
0 1000 2000 3000 4000 5000 000
Session index

Latency = 20% Client packet loss = 20%

Delay jitter = 45% Server packet loss = 15%
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An Index for ShenZhou Online

log(departure rate) oc  1.27 x log(RTT) + 0.68 x log(jitter) +
0.12 x log(closs) + 0.09 x log(sloss)

RTT: round-trip times

jitter: level of network congestion
closs: loss rate of client packets
sloss: loss rate of server packets

Features
derived from real-life game sessions
accessible and computable in real time

implications: delay jitter is more intolerable than delay
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App #1: Evaluation of Alternative Designs

Suppose now we have two designs (e.g., protocols)

One leads to lower delay but high jitter:
= 100 ms, 120 ms, 100 ms, 120 ms, 100 ms, 120 ms, 100 ms, 120 ms, ...

One leads to higher delay but lower jitter:
= 150 ms, 150 ms, 150 ms, 150 ms, 150 ms, 150 ms, 150 ms, 150 ms, ...

Which one design shall we choose?

network latency

time
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App #2: Overlay Path Selection

path delay jitter loss rate score
— 100 ms (G) 50 ms (P) 5% (P) 3.84 i
— 150 ms (A) 20 ms (G) 1% (A) 6.33
— 200 ms (P) 30 ms (A) 1% (A) 5.43
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Player Departure Behavior Analysis

Player departure rate is decreasing by time

Golden time is the first 10 minutes: the longer gamers play, the
more external factors would affect their decisions to stay or leave

= allocating more resources to players just entered

©
g ‘
g - © Most
weekday predictable |
- — - weekend o i i
o | N & - oy
e N e !
o N
c N\
o <«
=
ER= w 9
° e ©
N =
T S 2
<3 ©
e] (@)
2 &
X “§-
Z S 7 ~ ©
w ° S o
~
— ~
2 - S~
S T~ w |
RS o
O -~
o
S
S - T T T T T T T — — I — | T
30 60 120 180 240 300 360 420 480 10 20 30 40 50 60
Game session time (hour) Observation time (min)
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Networking Topics

Transport Protocol
Design

Is TCP good enough for MMOG? 7

How to design a suitable protocol for
(fast-paced) MMOG?

(Ref: Chen-Chi Wu, Kuan-Ta Chen, Chih-Ming Chen, Polly Huang, and Chin-Laung Lei, "On the Challenge
and Design of Transport Protocols for MMORPGs," Springer Multimedia Tools and Applications, 2009.)



Choice of Transport Protocol

TCP is considered not suitable for real-time communication
All first-person shooting games use UDP

No consensus has been reached for MMORPGs

= Heated debate occurs at game developers’ forums

= Each protocol has quite a few proponents

TCP World of Warcraft, Lineage I/Il, Guild Wars, Ragnarok Online,
Anarchy Online, Mabinogi

UDP EverQuest, Star Wars Galaxies, City of Heroes, Ultima Online,
Asherons Call, Final Fantasy Xl

TCP+UDP | Dark Age of Camelot
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TCP Performance Analysis

Protocol overhead
In-order delivery
Congestion control

Loss recovery
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Protocol Overhead

client data pkt
29%

server data pkt
33%

server ack pkt
17%

client ack pkt
21%

(a) Packet count

38% packets are TCP ACK packets

server data
46%

8%
client data

server header
23%

client header
23%

(b) Byte count

46% bandwidth are used by TCP/IP headers
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In-Order Delivery

TCP enforces byte-level in-order delivery

Cons: a dropped packet causes a stall in subsequent

network data until that packet is delivered

Game client

Game application

TCP Data Buffer

Game server
2 IIIII
LYJ\ v
Missing data Cannot be processed until missing data are supplied
(thus additional delay will be incurred)
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In-Order Delivery is Not Always Required

Server to client: state updates, dialogue messages,

responses to users’ queries

Client to server: many commands are accumulative, e.g.,

position updates

Pacift 2 Q>
Packet 1 (X=200Y=12) 1!19

(X=10, Y=10)
Packet 3
(X=40, Y=5)

Processing packet 3 without waiting for packet 2 is OK
and leads to more smooth game play
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Overhead of In-Order Delivery

Assuming an ideal case that all packets can be processed

in any order

The overhead of in-order delivery is measured by

= The increase of round-trip times (RTT)

= The increase of RTT jitters (std. dev.)
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The Effect of In-Order Delivery on RTT

ol
= —
D L non-lost packets
_| lost packets
o all packets
> S —
E =
b= F‘P/JJJ\NLL\,LM
= n -

1.0

0.8

02 04

Cumuletive distrbution function
0.6

0.0

1
I I i I I
0 10 20 30 40
inflation ratio of netwaork Iatency (%)
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The Effect of In-Order Delivery on RTT lJitter

(std. dev. of RTTs)
fir

)

_____ non-lost packets
—— lost packets
all packets

0.03
|

AW

22% connections incurred more than 100% additional RTT jitters.

L
|
|
[

I
|
|
|

Density
0.02
|

0.01
]

6% connections incurred more than 200% additional RTT jitters.

Cumulative distrbution function

| | | | r | |
0 BO 100 160 200 260 300
Inflation reatio of delay jitter (%)
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Unnecessary Congestion Window Reset

The “restart after idle periods” policy:
TCP resets its window to 2 if a connection stops sending data for a
short interval (usually < 1 second)

The policy prevents inappropriate bursts of packets being sent due
to an out-of-date window

But, game packet rate is so low = window is occasionally reset
(18% of packets faced a window reset)

In this case, a series of three commands following a thinking time
will be penalized (the 3" packet will be delayed until the first two
have been delivered)
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Loss Recovery -- Retransmission TimeOut

Originally, TCP only relies on a timer to detect packet

loss and resend packets

= /L]

AH=x
......... ?.enﬂ Data Receiver
Retransmission I ‘»(
Timeout (RTO)
............. ata Re‘transm ,
~
Time
v v

B3 % /4 BT A IS R i 122



Loss Recovery -- Fast Retransmit

TCP Tahoe/Reno improves loss detection with duplicate

acknowledgement packets

Sender Receiver

A . Data

Retransmission
Timeout (RTO)
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The Failure of Fast Retransmit

Insufficient duplicate acks

= The game packet rate is too low
m Renuirad: mara than A nackotc in [RTO — RTT) [mncthslegs than

More than 99% dropped packets were not detected by fast

. retransmit
Average latency for non-dropped packets was 180 ms;
G Average latency for dropped packets was 700 ms
o This is why in-order delivery incurred so much overhead in

transmission latency and delay jitters
(IS (BT B2 ElE) SEEt _acket

not contain data
= The fast retransmit may not be triggered even sufficient dup

acks are generated
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TCP Performance: Summary

TCP is unwieldy and inappropriate for MMORPGs

due to the unique features of game traffic:
tiny packets, low packet rate, bi-directional traffic, application-

limited traffic generation

Benefit from replacing TCP with an ideal protocol

player departure rate is expected to decrease by 20%

an increase of average playing time from 100 min to 135 min
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Transport Protocol Design

Research issues
= congestion control, flow control
= dissemination scheme (data aggregation)
= ordering and reliability support (how to do ack?)
= packet loss handling (loss detection, local recovery)

= synchronicity between flows (reducing traffic

burstiness)

* and many more ...
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Protocol Design Guidelines (1)

Supporting both reliable and unreliable delivery

= Some packets can be safely discarded without affecting gaming
experience

= E.g., A gesture of a character faraway from the notified
character may need not to be reliably transmitted

Supporting both in-order and out-of-order delivery

= Only ordering packets whenever absolutely necessary

= E.g., Ordering is irrelevant for repeated attack actions (fight the
same enemy with the same weapon)
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Protocol Design Guidelines (2)

Accumulative delivery

= A new messages can override all the previous ones

= Missing some packets in a series of accumulative commands
does not matter (unless the last one in series is also dropped)

= E.g., position updates

Multiple streams

= Make messages as independent as possible

= Messages need to be ordered only when they are in the same
stream

= E.g., chat messages are independent of game play commands
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Protocol Design Guidelines (3)

Coordinated congestion control

= Tens of thousands of flows are not unusual
= Difficult for all the flows to achieve an efficient bandwidth
sharing by competition

= Make congestion control in a coordinated, rather than

competitive, manner

= E.g., avoid dispatching game message synchronously for all
game clients =2 alleviate traffic burstiness =» reduce overall
packet loss rate
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Evaluation Methodology

A ns2-based testbed which simulates MMORPG client/server
supports TCP, UDP, SCTP, DCCP

-lo/x|
]
| «“ | -« | n > " | ‘ ‘ Semo
o :
2
9l
£ \/
N = |
‘ HNO such events found in tracefile. ‘
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Mean delay (ms)

Mean Jitter (ms)

180 200 220 240 260 280 300
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Client Traffic
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User Behavior Topics

Game Social Network

Analysis
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Motivation

Q: What encourages the social interaction between

online gamers?

Goals

= Understand the causes of the vigorousness of a game social

network

= Find a way to maintain and even promote the social interaction

between online gamers
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Static Analysis

Graph structure (of each network)

= Degree

Clustering t' i\ii ‘” 'Y

Degree Correlation Distribution

K-Core

Community Structure ’

Correlations between different networks (layers)
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Dynamic / Temporal Analysis

Which social relationship is more robust / fragile?

Causal effects between social relationship

= E.g., trade =» same guild OR join the same guild =» trade

How to define an “aggregate” index that can quantify
the strength of the relationship between gamers?
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In-Game Demographics

Avatar Population by Race and Gender

O Male
0 Female

0.25
|

0.20
I

0.15
I

0.10
I

0.05
I

0.00
[

Human Elf Dwarve
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Chatting Activity Network

We build the chatting activity network to describe the

chatting behavior between gamers

chatting logs
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Degree Distribution

A scale-free network is a network whose degree distribution

follows a power law, at least asymptotically.

The power law distribution highly influences the network
topology. It turns out that the major hubs are closely followed by

smaller ones.

‘ - i
1 ' I 'I .
(a) Random network (b) Scale-free network
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Degree Distribution (log-log plot)

Yearly Degree Distribuion ('

count

Game social network follows a power-law distribution

2010/5/6 DCNS Lab
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Clustering Coefficient

Example clustering coefficient on an undirected graph

for the shaded node i.

Black line segments are actual edges connecting
neighbors of i, and dotted red segments are missing

edges.

N; = {'Uj D Eij € Eﬂﬁﬁ = E}

The degree k; of a vertex is defined as | N, |

Do your friends know each other?

Tt 7 :
c=0

2010/5/6 DCNS Lab 140
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http://en.wikipedia.org/wiki/Degree_(mathematics)

Assortativity _ Tiedk(en — ajan)

o 2
Tg

= Scale-free networks for different degrees of
assortativity: (a) A =0 (uncorrelated network), (b) A =
0.26, (c) A=0.43

i

Network I/ ¥ i . {a) PIN
Physics coauthorship (a) 52909 0.363 & : Lo, o
Biology coauthorship (a) 1520251 0.127 3 - ‘"ﬂn}“ o |
Mathematics coauthorship (b) 253339 0120 . :“'“:.* ..
Film actor collaborations (c) 449913 0.208 ==~ B
Company directors (d) T673 0.276 . -

Lk U = Y k

Internet (e) 10697 —0.189 o b e el
World-Wide Web () 269 504 —0.065 & . -
Protein interactions (g) 2115 —0156 5 T I? _! !
Neural network (h) 307 —0163 ¥ * ¥a
Marine food web (i) 134 —0.247 ap " -
Freshwater food web (j) 92 —0.276 L - —
Rapndom eraph (1) 0 k

players tend to talk to popular
players?
e knn distribution for two real-world networks.
The top network (a) is dissortative, since the
¢ AENRRIN NHERZZSY slope is negative. On the other hand, (b) is
e ke T assortative, since the slope is positiv "
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Game

Cluster Coefficient

Cyworld

Eriends network
Testimonial network

Eriends netwoek
Testimonial network

Ck

0.01
1

I I 1 I I ] ] I I.
1 2 5 10 20 50 100 200 500

Degree
Assoritativity

120
1

60 &0

Knn

40
1

I I
1 2 5 10 20 50 100 200 SO0

o
o
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Degree Evolution

Average Degree

o _|
o
UN) — 2nd patch released
QO 1st patch released & winter vaction begin
N 'summer vacation begin !
; ; =
"532 — | -' 3rd patcl
@ ' : E
o 1 ;
O \ ” . “‘. *q ] . ] .
— : ‘ 0% o _,,0° : ‘o
. : :
- 'summer vacation end winter vaction end
D —]
I I | | I I
0 10 20 30 40 o0

time (scale = 8 days)
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Assortativity Evolution

Assortativi
o ty
F .
.'.. f. o.,‘lo. «® o .,
N e ® I .'. . P 1 . .
2_ i. | \.!I \l'} ... \./. \-. ..f\.
=
=
8O | i
o
W
w
@©
L0
o
|
©
‘I__

0 10 20 30 40
time (scale = 8 days)
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Degree of Separation Evolution

Degree of Separation

I

@ é@

0 10 20 30 40
time (scale = 8 days)

distance (step)
30 35 40 45 50 55 6.0
|
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Level Assortativity (log-log plot)

Neighbor level Connectivity (candy)

neighbor level

level
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Number of Chatting Targets

Early period Early period Early period
0 _
N | —— Male Player N — Level >=20 —— Human
= = Female Player --- Level<20 M~
o || — Male Char. o |
= = = Female Char. ™
(O —
o © 0w _| @
o S o
o (@] o) 0 —
[] © [0}
T © — © o
o _|
< '
o 'i. - ,
L |'|"1|'I""l :' l'“ u“"' "'": @
N — r FAAY "“"\f”b'\.:']"‘:“‘1.,"l*l'!fll'::‘, .'|‘|" |"’l.lu:|‘|
| | \ | \ © \ | | \ | | \ | | \
0 50 100 150 200 0 50 100 150 200 0 50 100 150 200
days days days
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Number of New Friends (1)

Number of New Friends Number of New Friends
o o
o |
— Male — Human
--- Female --- EIf
0 _| v |
) ©
® o O o
o - — 5 S —
o O
o (]
0 _| v |
o o
o | o |
o o
| | | | \ \ \ | | | | | \ \
0 5 10 15 20 25 30 0 5 10 15 20 25 30
Player Life Days Player Life Days
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Degree

Number of New Friends (2)

2.0

1.5

Number of New Friends

—— Online days > 300
=== Online days 200 ~ 300

/\ Online days <= 200

5 10 15 20 25 30
Player Life Days
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Degree
1.0

2.0 2.5

1.5

0.5

0.0

Number of New Friends

—— Subscription > 32 days
- == Subscription > 192 days
------ Subscription > 384 days

| \ | | | |
5 10 15 20 25 30

Player Life Days

Degree

Number of New Friends

— Level > 20
=== Level11 ~ 20
Level <= 10

5 10 15 20 25 30
Player Life Days
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Game-Domain Analysis (1)

Player Analysis
= What kind of players tend to build relationship with others?
= What kind of players tend to connect other two groups?

Leadership
= |s there social leader in game?

= The positive effects of the leaders?
(how they contribute to the robustness of networks)

= The negative effects of the leaders?
(their departure decision may affect other players)

= The persistence of the leaders?
= The characteristics of the leaders?
= How to “foster” new leaders?

B 5 B /4 BT A T8 R -
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Effect of Leave

= The bridge one leaves, then the left ones would leave
later as well?
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Game-Domain Analysis (2)

New Player Analysis
= (background knowledge: the quit rate of new players is normally high)
= How they join the existing networks?

= How much time they will continue to player if they cannot join the core
networks?

System Design Analysis

= What kind of events can encourage a lot of new connections?
= What kind of interaction design can encourage new connections?

= What kind of interaction design can encourage robust connections?

B 5 B /4 BT A T8 R -

152



Some More Interesting Issues

How does demographical factors, such gender, age,

living area, effect their in-game activities?

Economic behavior in games
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Feedback to Game Management

Player classification (for rewarding, promotion, and marketing)
= Who are the “leaders”?
= Who tend to connect other players?
= By the trend of their social relationships (upward, stable, or downward)

Prediction

= Who may be leaving game soon
« Cannot make new friends
« Old friends are already left

Improvement
* Foster or maintain social leaders
* Analyze the reasons why players’ social connection become weaker
= Targeted surveys based on player classification results (saving survey cost)
= Determine the best time point to release new data patches (missions)

B 5 B /4 BT A T8 R -
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Computed-Aided
Storytelling
in

Comics
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Motivation

T4 TEQJ:“%HP%HTLX%%EJBZK1F95F|JJ R EREE

11ﬂ Ry E Pz Ry A BRE PSS
BB

Rt B

- BRAEEA

H A AR ACIR DBy B2 T AR
- BIERER ( XFER - £85E)
s HRER (FR’)
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Comics?

A storytelling medium

Vocabulary of comics

= Panel layout

e Border shape

« Panelsize
« Bleed, splash page

= Speech balloon and sound effects

* Motion lines

Visual language

= Draw attention to important events

Reference: http://scottmccloud.com/2-print/index.html| (McCloud, Scott)
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Storytelling in Comics

Recall, share and preserve (gaming)
experience

" Virtual community such as forums, blogs
= Video, screenshots, COMICS or other art formats

= Narrative, summary, story

Search “Lineage Story” or “Lineage Comics” ...

= Around 26,600 files in YouTube and 724,000 items in Google
= http://www.lineage2.com/community/fanart.html

= http://himewikia.blogspot.com/

B 5 B /4 BT A T8 R -
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=  Example:

Ol B TRy
RERLE(QL AB4ol

Ex UKRFo oA
olECE Zolug-~
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AT TivES
o/ " [ THEY DRIVE
ME A BIT

wal b
CAPTAR CAPTION | |, LFET
— AND LOTS LCREY
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e ves ) RED) (GEmares:
| -. 20 [NIeE
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Comic Life (2005)

Application for creating comics:

loading images into comic panels

Authoring support:

Simple and Easy-to-use interface

= Drag in your pictures, captions,
sound effects (‘ka-blam!') and
speech balloons and it’s done!

= Layout templates

= Filters like hand-drawn, painted
and night vision

More freedom to create comic but
still some restrictions

Reference:
http://plasqg.com/comiclife-win
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= Comic Life 1.3

& My Funny Kods - Comic Life

File Edit View Page Format

v = &

_Save Frint  Email
= i

+ | = Ak

27 % /38 HIHTS

Arrange  Help
e, &
Zeom In Zoom Out Zoom to Fit

3 (1
i UI--u

Extend

I:I.sﬁ-

JL-"I\7r

"11‘@'5&

!

™ B
A

ok

RECE Ciahs

FT———
REEEEIERN P page Temelates

3

3

D | [Bt-in: prase

L1 _

HINT: Star with
panels or 2 Page
template from
hare

Fanally, ade
ballogms Fram
tha Barcom Wall,

TaD&. a comic!

-

m

FICO00Z0, PG

PICOOOZ], PG

AT

P]CI:IBIZIIS »a FICOM29. PG

mnﬂ
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%7 %/

OUR FORESTS

Example: Cm 1 —

ARE INFESTED.

CLLL THE PLAGLE AND RET[IRN TO ME AT ONCE MY
WITH PROOF. TWELVE EARS FROM LORD!
THE CREATLIEES SHOULD SUFFICE.

.IND FOLR.

HMM.. THIS RABBIT
ONLY HAS ONE EAR.

MANY, MANY RABBITS LATER...

A\\\ T T/

4 EHTR A TS L 5

ﬁﬂ’

OK. I THINK HE'S

ABOUT TO GIVE UP.

LET'S TURN THE

DROP RATE BACK UP.
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AT R
<] b ) ~]4] EE——
1. Frame Selection
- - - - - ; 2, Layout Computing
Game Play -----
Main Window

(a) Game (b) User Interface

EEBEHESX R
EHEAM AT X PR PRI EIE
SV

ﬁﬁﬁ?%vlﬁﬁ
ZHEABERIIX

Mt
Mm
[

HUEITE
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Challenges

Relg
= FJF machine learning BEIEEZ W=

- DMBEIREG - RIBEMMABFEIER (FEA/N

UE )
. ¥EEHE (word balloons)

By L ;

. BEUR (onomatopoeic sounds)

nRH-I_J:
- MO EdIEEREEHIARE
- REHEMR
- MO BEKRETLEAZEESTENES
- iR IRIRENT
- RSB RUAE
- HEEZEIR
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Frame Selection

IR ERZB IR ENBE (p) RELES
N pRIGETEEEHESREFTEZSDERE A ()

HRFMEBER - KBEHEHSHEEZEMRRNE
(weigh) Rt ENEREAR 7 (significance score)

FRBE R KR significance score Bk - BEHESLES
FRIRZR niRE R
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Layout Computation

REAW KB IR

@ 65567555 (b)
>65567555 16
10 |
>65567555 13
10 10 _
>65567555 15
16 13 15

(a) The iteration that groups eight images into 3 rows. The numbers are the significant scores of the images.
(b) The placement and the sizes of those images on a page.
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Rendering

i
iy
%I
i
NG
=
ali

{EEfE (Layer) FTE T

(c)

a Page With a Panel

(a)

{(a) a Page with a Panel

{b) Layer 1: a Rescaled and Processed Image
(c) Layer 2: a Mask Region

(d) Layer 3: Ballons and Sound Effects

a Comic Page
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ApplEDontGiveUpDBPC = {

“[e9/19
“[89/19
“[09/19
"[a9/19
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“[09/19
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“[89/19
“[09/19

H

try = nil

Info
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80:29]
80:30]
:24]
29]
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[ CHAT ] [eg6est:

[COMBAT] teE %..

[COMBAT] Congo
[GOMBAT] Gongo
[COMBAT] Congo
[CHAT [ REReiné
[EHAT]LTE o
[COHBAT]

User Interface

i

&

ret Welcome back to World of Comic wowe™, —— [1]
Hmmm. . What a nice hunting dayt”, —- [2]

Looks so Tasty!*", —- [8] =
It seems like you need a pedicure.", -- [9] 1'% EQ Log *E
T, o 9]

SPELL_CAST_SUCCESS Z-{FIEEL", -- [10]
SPELL_CAST_SUCCESS Z-{FHEEE", -- [16]
killed Z-{FzF", —— [11]

INL*? Piece nf Cake®"_ —- [121

[CHAT] [

1. Log

2. Image

Ttep by Itep Comc Generalor ..
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09-00-31 03-00-36

09-00-42

.
SLSERETE
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09-01-39 mber of Image in the Comics.

Expected Image Per Page

Max Row: |3 Max, Colwmn:

Image: 09-00-30-28jpg

Log: |CHAT

Significance Scors: [

Weights of imporiant events
CHAT. |2 QUERT. 2
COMEAT: 4 STITEM. 2
LOOT: |3 TRADE: 2
PLAYER: ZONE: 3

27 %,

MU EMBEEE2HE—17
Log FIEIEIEARINSE
REFTESE

168



M c I
o re o m l cs ‘Comic Layout

Comic Layout

Comic Lai'out

u need a pedicure.

AR = RO A O e



~ _ Cnmic Layout

Comic Layout E] =

Hrmm.
hury

Frevionz




Frostseal
zLegenDs

| Ti2E (AR

fERE

<Frostsedls? 158 i -

r




Applications

It X EDE SR IB L0 R 0S4 R

LU Acix B ERNBRE
« X O MR L B AR B R E 0 — KAV LS
BiHG - LUBEZEIR
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Research Resources

Interest Groups
Books
Journals
Conferences

Publications

9
9
9
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Interest Groups

IEEE Computer Society Task Force on Game Technologies
(TFGT)

ACM SIGCOMM, SIGMM, SIGCHI

IGDA (International Game Developers Associations)
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Books

Networked Virtual Environments: Design and

Implementation by Sandeep Singhal, Michael Zyda

WI\Ietwnrl(ed
Vjrtual
Environments Online Games

Netwnz)‘rking and

Networking and Online Games: Understanding and Engineering
Multiplayer Internet Games

B3 % /4 BT A IS R i 183



Academic Journals

ACM Computers in Entertainment

IEEE Transactions on Computational Intelligence and Al in Games
IFIP Entertainment Computing

Game Studies

Games and Culture

Journal of Game Development

Futureplay

Simulation & Gaming

International Journal of Intelligent Games & Simulation
International Journal of Virtual Reality

PRESENCE: Teleoperators and Virtual Environments
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NetGames

NOSSDAV

DS-RT

ADCOG
VRST
CSCW
NIME
ICEC

PerGames

Edutainment

Academic Conferences

ACM SIGCOMM Network Support of Network Games

ACM SIGMULTIMEDIA International Workshop on Network and Operating Systems
Support for Digital Audio and Video

ACM SIGCHI International Conference on Advances in Computer Entertainment
Technology

ACM SIGMULTIMEDIA International Multimedia Conference

ACM SIGCHI Conference on Human Factors in Computing Systems
IEEE Consumer Communications and Networking Conference
SPIE/ACM Multimedia Computing and Networking

IEEE International Workshop on Multimedia Signal Processing

IEEE/ACM International Symposium on Distributed Simulation and Real Time
Application

International Conference on Application and Development of Computer Games
ACM Symposium on Virtual Reality Software and Technology

ACM Conference on Computer Supported Cooperative Work

IEEE International Workshop on Networking Issues in Multimedia Entertainment
International Conference on Entertainment Computing

International Workshop on Pervasive Gaming Applications

International Conference on E-learning and Games
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Game Research Bibliography

Games Research Bibliography at digiplay initiative
http://digiplay.info/bibliography

IEEE-CS Task Force on Game Technology: Publications
http://www.ucalgary.ca/~jparker/TFGT/publications.html

Bibliography of Network Games Research

http://www.iis.sinica.edu.tw/~swc/ngbib.html

Bibliography of Network Games Research

This list contains a number of network gaming related papers we came across. If you know of any relevant papers that are not listed below, please contact Sheng-Wei
tKuan-Ta) Chen (swe@iis.sinica.edu.tw], preferably bibtex-entries, since the list is generated automatically).

The list was initiated by Joreg Widmer (joerg.widmer@epfl.ch), who maintained it until 2003, Sheng-Wei (Kuan-Ta) Chen started to maintain this list since May 2005,

Especial thanks: Alberto Dainotti (University of Napoli (UoN) "Federico [I') and John Miller (Microsoft Research).

[General] [Traffic Analysis & Modelling] [Security lssues / Anti-Cheating (Bot Detection)] [Computer-Human Interaction] [User Behavior Analysis] [Quality of Service]
[Metwork Protocols] [Systemn Design £ Architecture (Client-Server / Cloud, Peer to Peer / Overlay Networks)] [Game Design Experience] [Statistics] [News / Review]
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